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(54) COPYRIGHT PROTECTION SYSTEM 
(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a copyright 
protection system capable of preventing the illegal 
use of digital data, protecting author s copyright, 
protecting the copyright of all writers related to the 
prepration of digital data and providing the application 
right of the digital data not only in each computer but 
also in each user. 

SOLUTION: When a file of which contents are 
requested to be read out as reading service is a 
ciphered file 43, a file system(FS) 3 deciphers data by 
using a decipher key 51 selected from a portable 
recorder 5 by using deciphering algorithm expressed 
by the value of a cipher attribute and the identifier 
(ID) of the file and transfers the deciphered data to a 
request source. When the file to be read out is not a 
ciphered file, the data of the file are transferred to 
the request source as they are. 
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7 r -f /L- v'^ 7^ A-.»flffiE :7 T ^' ywrt S<oK;^^ m bSfP 
-r/i'T'/.ev^t #s ttiis^T-r.'Ko^trfav^— ^Sr-tco** 

tfns^r-fyvUs IH^^ttSx— iJ'i#{-^ra;i. tftlEx 
-r5«#ryu=ryXASr^-rfit^i$*>. *fif57"-^;isst 
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- <^ ^ ^—M f-mu-r S sasiJ^fc J; O^mtt S:^ b . 

D-feP<.^l=aL, ^7'7'y^-v'3 >'7'a-fe;^d^t>tt[f2 

30 [lf*:^4] P'T'l'/'i'v'^^xA, >-^-> 
-f^^tiSrgl ;^ X A -c & O T . 

*fllE7T'1'/V'tt. f5«l:$tt57'— ^SA'f-ADx., tfllSx 
— ^ «o S ^-tfc'^fi*) — S (-^SiJ-f- 5 ^SiJ^ tJ i t>*V ^ < 

40 fsm-i-r/v^fy XASr^-rflt^i^^. tfriaT'— ^dSBt 
D-fe;^S:*rau ^TT'y^j— >3 >7'o-fe^;i^btfrls 

50 n.-- tf;iS7^v';^7-ASr*IJffl-r5^fc*(t> *->>^7^A{i^ 
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(-J:S*flf5T:7'y ^^—^ >3 i^:7•cI-fe;^eJ^^'^O^fE7'— 
-f/wSr^ffei: L/cStllS^'rf ^VF*9SO^^ffi Li?— i^;^ 
1 * 4 fE®<Di:f^tg^SI i'^ 7- 

SfrlH 7 T 'f =1 tf — gg^tAffi Lis J: t>*:7 7"f /i-OS^ 
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10 tfJlE^T^/'i'tt^ Strisy >'^JH4^'>/i< i: t) loi^o 

XgB{i(-:T^^n5g|5^Srttlil LTttfcT'— SrttlfE y 
i^Ttyr^ /i-co^fifSx — ft -5 *t ^(OfiiB-r fc ^ 

^trL. Micros >5<7^tf^|Ey>^m^4!'o^^-cJbl^^f^$r 
^ijSLII^tU ttlfEy 557 r-r/Kc*3 ft 5 ■t-'<T 
<^ y Vj>'mi4tci*l-U-C±l5^f^;45i^Tbfcm. ffACDjS!^ 

-rr. t ^w&i t -r 5it*^ 1 * :t ra 4 iE^w*f^*i{ss 

lEy >^JRtt{::S-:3<lf ASrni/X 



5 

[0 0 0 1] 

[0 0 0 2] 

CO :t ^ ia ?i o T V ^ 6 o 
[0 0 0 3] — /S&^jjin^-tf ^ 

2. P^T-f/t-i/^^^T^^ (i^T. FS 10 

3. ^t6:co:7r-r/vi 4 l S:t&S^-t-^fE^S« i 0 4;?)^ 

[0 0 0 4] z^x:!-^:^ 1 o i;62fs^3£® 1 0 ^t^h^r 
^^v 14 1 SrSg^ffi-Tiftf^-eti. i o i tt. o 

s 1 0 2 SrilCXF s 1 o 3te:>*b-C ioco:7r-f 
4 icoSg;9^mL$r^*:-r5 (a) « ^*S-Stt5^cF s i 
0 3(ilB®^Ei 0 4--^:7r-r/v-l 4 i cogg^ttiL* 
^*:LX (b) . B!^ttJLI£«^ffi^^#L (c) . rcoii 
^#Lfcg!^ffiL^mSrOS 1 0 2$:ilU-C:/n-^^ i 0 
(d) o 

[0 0 0 5] rcOi ^cO^-fiti: LTy^ 

[0 0 0 6] r:7'y ^— v@W(O^^BH/j::7r>r/^ 
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[0 0 0 7] :i<oJ:5t-tecOy^-i?^SrS^iJfflLTf^^$ 

[0 0 0 8] mf^m^m(DfcM^'rip^/u'7'—^<D=i>' 

5o 

[0 0 0 9] 

20 6o 

[0 0 10] 5/ b • TV K • ^— 

[0 0 11] JEt^. *f^*i^*»cofcie>(cn>'tf.i.-^-. 

m $r*^ o^— if t S'Jto 12 >- 1" ^ — X tifij^ X ^^jit^^ 

30 ^;d5X#XL^ 5 t V^5Pn^^:a5fc5o 

[0 0 12] :*:^P^ji. ±IEtc^^x/j;^ttfct<OX% 

X /v-T^- ^ t;i?* i-^ fijffl^i Sr =1 tf z=L - fex^tc < 

[0 0 13] 

40 Ji>, lt*^ilB«cco*%PJti. :yr-f^i-t^:^TM., 

i$^^*-r^^f^iti%Sv-;^^Ax&ox. tfjis^r^r^i- 

ISLXf^«^Ogg;9-ffiL1^-t^:^?r^TV\ m^yy^JX^ 

tfjiax - $ tbX V ^ § ^ tt^-r ^ «^T/V 

rfy XASr^-rffi^^J^-^. S9f57""^;6sp|f^it:$nxv> 
^jr V Hffg^>ft $ nx V ^ 7i V ^ r t Sr ^-Tfil Srl^oPt ^ 
50 M^4Sr*L. ^^^^x^—r^^iy^i^y^TJ^n.^ T^^^) 
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■fe ;^ SfilB >^ r v'l- X :7 r ^ /i-F^ 

Sg^ffiLfcT'— i^^SrS-f-:^^. StIiBT:7'y>5r— ^>3^^:7• 
[0 0 15] ^/c. if^^2fE«c<0*^P^tt. ^T-Y/l- 
^^U— >';/v^;^7^Afi. TXy i^a >':/n-k 
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ttlfa >^ r /v^oMISt"- ^ S:^ o * * ^*:7c(c®'r r i: 
[0 0 16] i»*^2|S«c<o*^PJ{c$>oTJi. ;^--<i/ 

>'Vv-;^7'Af^. >^T-Y/V(;5:3tf— gg^fflLi^— t^;^^^ 

tt^ofetc H t> -r :7 T >r X — ^ Sr * ^ ^ n^TCij c 

[0 0 17] MCI. !t*:^3fS«co*^P^H. :7r^>^v 
1^-tf;^$r^TV\ tiris:7r^yvti, g 

^^L. ^r^^'^y >5r— >':7•^-t;:^;^(.e>t^^|S:7T-r>'l- 
$ ^^yhT'- ^ c < t * s ^ n/cflirisiSj3'JT-*5 
[0 0 18] if*^3fa«cco*%p^t:ifcoTfi. ;e--<i/ 

— T'^^'^i/^^T^^H. r:/y v^3 i/:7'nir><.Srt^ 
[0 0 19] ^fc. !f*«4f5®co*^PJl^. :7T-r/^ 



9 

T-y ->g >^7'oir;:<.A>f>S{iBE7T^/'i'->;^7^A'^co 

7T-<>'V'>^7=-Att. flfi|S7r-l'/H^^<OSg;'AttSb1f- 

^S:ffi<3-C*1lfE^^iefii^B*»6>ilJ? b/c*trlE«-§-SiS: 
ffiV^rflfliET'— <?Sr«^b. Sittb^m-i-T"— j^SrH* 

5£{-igb, tfnE^r-r/K^^itf— K^ffibi^-— tr;^S:i? 
i2Bff-^Jgtt<Ofii[(-Mt3 fj-f tfllE7 T /K^*frf27^— ^ 

— ^ SrPl C < ^* i: *f-iS $ nfcSfIfEi^«iJ^^*5 ± th'SdlE 
Bt^JSt4SrJR<4t brito»fi|S7r-r/i't bT»%iZ> 
tfifE;^^^— T--o^->;^7'Ad:. fldiar^'y^^— 

[O 0 2 0] li*:®4fS^O*%BJt:ifco-rtt. T'T'I' 

/v->;^xAtt7r-r.'V'rt^Ogg;5*^tabf-— tf^iSrS*^ 
SiSrfflv^TT'-^Sr^^bT. SrS*7cJ;::ig 
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->;<,7"AttT7'y -}r— v'3>-7'i3-fe-;z.{j:^?|-bT:7r'r/u 

/-VA-bK^aibfcT"— ^S:ig-r»-&. 7':/y'Jr— v^ai^ 
7'p-fe;^{CJ;5TP''y -i^— v'g V7•o•fe;;^)^;^^^07='— 
^ co?l # bfcSiJpgSr-^X-TV^^o 
[0 0 2 1] if*rS5iSgc<03^|gBJtt. sf^^Si 

jJJ, tfrf5Pt-§-:7r-l'/'i'Sr/**i: bfc^fjfSP'T-l'.'K^ScO 

[0 0 2 2] if*]S5lS«J<0*^BJ(Cfco-Ctt. ^T-r 
[0 0 2 3] i»*^6fEgc<D*^PJtt, if*«3*;fc}i 

i^<om^Tji^=rv :^j^^^-ttiimm^-m^^m^t b-c 

[0 0 2 4] i»*«6|5«c(0*%PJ(cfcoT«:. ^— ^ 
<0 S S:— ^ (-S^-r^S'J^*5 <t T>*«-^T/l' =f y X A Sr^ 
•f-Bif^JgttSrJStti: bT*-t-2.7Tl'/wi: brBt-^-T^- 

[0 0 2 5] *fc. lf*3S7fE^<07^^BJH;, it*^4 

30 tfrlS77"l'/K'5=j f— K*tiibi3j:T>':7r'<^K^ 

sMisa-^dSiCj^^-efc'j. *f^#tt3.— tftcsfriEm-g- 
[0 0 2 6] it*:«7fE^<0*^BJiCfcoXtt, Bt-f-T^ 

- ^ *^tf 7 r ^i' « :7 r f /-K^ =1 f — ^^9- til b*J J; T>' 
yr-f ^u<Dm^ ii^i^— tf ;^ (om-^^t)"^-^ S * = tf 

[0 0 2 7] JEtc, if*ri8fE^O;*:^^|qr±. tt*« l 

@OSi?#Sr^*b. efrIS«i«=S-fe^'^ttM3febfc^— !f 
Jc*fbf^ffioX1i^Sr5i^bfc^, S*$nfcSftlB'«# 
50 |iSrfiagSS'J^t#^{-^*bfc^-1fwS«lfS^^fE^3g 
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[0 0 2 8] li*J18|Ei4(0*^BJtCfcoTli. 3.— if 
[0 0 2 9] if*3S9f2«©>|:«?^tt. if*^l*fce 

fS7T'l'>'i'->:^7'A«, ttrlEy >•^>'Jti^4(0/^V^SfIfE7T 
n/c^. *-ri-o<DmifHy >'^J;i^4^--^v^rt^JfBy 

^K^MIS7='- 4^ S m^to^ffi -C ^) ^lEif Afi: 
B{^:^$n5fi:B(-»AL, ^^tHL{ci^ifeL;fci:^ 

&<0?J f? (OgUIS y jSt4^-ov^■r±f5^f^Sr^ t) 51 L 

Hfru tfiiEy >j5'7c7T-r.'H;i^3ft5i-'<xc7>y >^ 
[o o 3 o] fi*^9fS«cW3f:^?^l-*>oTtt. :7r'r 

^A?fB^J^^$*T,5g|5:J>Srttm L-r»fc7^-i5' Sr y VjS' 

tc^T'T/vot'— ^>^'co^fAfi^fi^^:^f Au K^mnc 

SLU^frL, y >'^7L7T'f/'H;i*3tte-r'<-c(oy v-ij' 
mm^M Lx±^^mmT Lfc^, if Awj^i^o fc y 

[0 O 3 1 ] *fc. IS*ri 1 ofE^O^^B^tt. if^^ 
9fS^o^?«l-*3^^T, tlifsy >i5'JStt«:. Hf-^SM 

-f/vrt^OSg^^^ttJUlJ— tf;^(0^— Ki: LT^^ilM^— 
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i'mm^^\^x^ir\,^'H(n>wmmnmz.7T^^n^V}im^ 

[0 0 3 2] if*^Bi 0fEScO*^|^(;ifcoTtt. 7t 
rt^W^^ffiLf— br^^Sr^iSM^— K-C^^Sixfc^ 

•r^x(r)])i^ifW,'&\^^\-x^f\,^H(DfpmmMi!^ 

10 [0 0 3 3] Hi'. If*ill ■ifdM.<r>:^mm\X. 

S(DSg;^ttiL-y— tf;^^^*$nfci:^. tfitEff&-§-jRtt 

1fASr?TV\ ttrlS^'^U'— x-f ^i}^v';^T-^0:. SfJlET 
T'y -{r— >3 >7'D-fe^{C^f[|E7T-l'/'H*9§roK;?^tt5L 

20 ofcflf||27 7''f>'Vro5*jii'^''i< i t> l-o<^t«Jl2Bt-§-Mtt 
(c^-§-T>'i'=?y XASr^-t-ffl[;45|S:^^tb-CV^5i:#, *I 
lETr^y >7'P-fe:;^{cJ:5ttiiEr37'y 'Jr— 

[0 0 3 4] ft*:rii ifH^<o*^PJ{::fcoTtt. 

m^-mmm^T^\^=^v ^M,^^-riminm^tixi>>^ 

[0 0 3 5] 

40 [0036] ^T'C ^i^<omi^^<Dmfm^mi^Mvx 
t), mmmm.<oii:b-h<D\^f£^<Dxh^ . m^m^m^ 

i: V ^ o OBt-^ 7 r -f /'I' -f- 5 i: ri T- # V 
50 Pj. ^jEf£=^—-^i^^^y7^/^<omm^m<k^^7M 
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[0 0 3 7] ±.u<Dmvfm^m:f3mm-rz>ism\±i'X. 
«-^<o^&atf— srE5^\ ±m(DU^%:^m-r^tt 20 

[0 0 3 8] Bt-§-:7 7-'I'/K^*f^#tt^ ^— fA^liWS 

[0 0 3 9] i)^yT-<Mzi^[S--r^mwm 

[0 04 0] 15 , ;t7t£fasij^$r 

oT, m>l^iiin^^\^—Mxh^i)^^. m^t\^X 40 
[0 04 1] *fc. »i^fa^SB--«^^^*&iS^-f-5^ 

[0 0 4 2] *fc. ;!^->;^7^^t::fcoXB:> 
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[0 0 4 3] *v'y<-T-A(c*s}t5±fHli'i=S-fe>^;6>t, 

x^^\'-^^(Df^m^^±-r^±.i^. m.^Mti.^^ouVy' 

H:ii^<De52^:^?S<t») 1>ii5=i;^ hi;i^^5o L;d>L— 

[0 0 4 4] :^~>:^r-J^xtitiS^^r-^yi-<om.^-<tfi-y 
r ^ ^^~>^TJ><f^X't7t>i^^o -7t^ 

[0 0 4 5] *fc. ^— 1f-^r7*y v-a V^OStt 

[0 0 4 6] *->;^7'AXli, 7T'i*.'UH:7 7-^/wv';^ 
[0 0 4 7] y7-fM-i±%<^nm^yr-f/i'tv'— 
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[0 0 4 8] *i^;^y^AfC:fBV^-CT'— i5':7T^/^Sr»t-i' 

^ >^ r -r >'^<^tt^f^T y V- 3 >f-iSn^ a t 
vtr—va >'25^:i<^«^:7 r-T /t'SrjgU:7 r-T/wid-fe- 
[0 0 5 0] fc/cL. T^^y i>3 >'(CfcoTfi. >^ 30 

/c r >^ y <5r - 3 >^ n ir ;^ I L T f-V >^ <^ >^ ^ 
[00 5 1] T'i^i^/i-x— ^5^(4. ;^ 5/ h • TV K • 
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[0 0 5 2] *^/;^T•Aic*5V^xf4. :7 r /i- 

[0 0 5 3] ^:7T-r^i-{^li. Pf-^^kSrtEt-r t 

>r /Hc^iS; -r 6 SrBff 1^ L T V V ^ i: :7 r -r /V 

[0 0 5 4] ^/c. ;2^i/;^T'^"Cfi. ^r-<)\^^^M^ 
T /^Xfc o T t *f Afltr t3-r T >f /i-SrSg^ffii- 

[0 0 5 5] mm-^m\*^xifmR(D%m(ow^Wit- 

{c^-r*^^^t^?:S'>^^^^4. :7^nir;^i, OS 2. F 
S3. |S^3SB4. :j3<J:t>*0iJx.tf I C;i?-KOJ:5^cC^ 

^ises:^S5;el-e>fi^^^nTv^5o Fsst^, fs^-y 

^V3 3*5J:T>*^^>'1-— ^^-3 4;5i^b1f?J5g;^tL 
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So 

[0 0 5 6] m2\t.:7T^jl^4 KOm^^^L^XiS^ , 
yr4/\^4: Itt. l^^7^-^4 1 1. P&-^JS^44 1 2^o 
<tT>*iaSfJT-4 1 3;J>^b1gj5g$tLSo F^S^— ^4 1 1 
(i. >^T^/V4 1 t LrfS^$tLSP^S2r^-rx— ^-C 

P&^Jgtt4 1 2li, rt^T^— ^4 1 l<OB|f-^>fb^ 10 

ftS:^-r>^z-r>'i^JH±T-fe'9. 0iJx.HfeS:7r'<>'V4 1 
<7?P&^Jg144 1 2f)m^it^J:\^^^^m^. ^yy-Cji^ 
4 ltt^5::7T>r/V4 2l-5^®^tt, fft^jm{44 12:65 

[0 0 5 7] »|«iS«S3g®5(i^SS6:om^5 i^o<i:t>* 

«-g-si§smfB5 2;6-e>^i^^nso «-^si«=gim«5 
2ti. m'j^4 1 isr^^t^^^ 

[0 0 5 8] :^^m\^^^t^:^V'J>^hmi OtOt^jfeOv- 

;?^7^Ai:coi/^]ftv^ti, :7 7-^/^4 1 ;d3ip;ii:>'r-f^V'4 
2 i:?t-^>^r-r-^w4 3^c5>^^tt-cv^s^., g!^mL*f 

^o:7T-f /i-4 1 ;55ff&-^:7r-f /1-4 3 -efcofci^^l-. 
«-^il:^^tpv^<o;6^coMa;i5F s 3 0 4^{ciiJD$nx 

[0 0 5 9] 5t-=lllJ*^tt5*f^tit^S 

«4;6^b:7r-r^^4 1 $:S!^tti'rt(jf^r'f^. >^'n-t;^l 30 

m^mi.^m^'t^ (a) , rtO^^SrStt^cFS 3d: 

(b) o r<?:>>^r>f /l-coS!^ffiL^5fe^^:^3V^x. K^UB 
L^^>^r^>'V4 1:6^ ¥5::7r>r>'W4 2<o#^. FS 

C. gg^aiLfemSr©?#L/c (c 1) SH^UiLSm 
?r-^<0^^:/n-fe;^ l-^jgt" (d 1) « 
[0 0 6 0] Sg;9^ffib^^:7r>r/i-4 ^^^r^ 

/V4 3CO^^. FSp«-r WW— ^>'3 It^. :7T>r/V^ 40 

^fyu-^>3 aSriiC. Sg^UiLfe«SrSi#^S (c 
2) o rr.-c\ Si^#Lfc1tffifi. F^$x-i^4 1 1. p& 
-^JS144 1 2 4b*J:u^ia5iJ^4 1 3-cfoSo rt^^— ^4 

1 iii»t-§-®i44 1 2{c^$nsjRi4r/w=fy x^(c± 

[0 0 6 1] Y S ly'JV—^Z^Z ^-f^ P^^T^ 

All (Dm.^^^^z^^ti.m^'m^ 1 -^mn^^f^L}^. 
m.^mm%^i^-'9'i^z 3{c^l. »j^4 i 3Srjg^ 

(e) o ^-^Sl»/l--^>^3 3ti. ;i<^^»J^4 1 3 
<bSS^fE^^S5F^(Cf£«S$*XTI/>S^«^®l=S1^$B5 50 
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mmmm.^t^hmwm^m.s i^Wi%\^ (g) . rtt 

^¥ S ^^-il^jV—^l^Z l--jgt~ (e) o FS;^-r>'/W 
-^>3 Itl, rtST''-!5^4 1 1, 5t#JRti4 1 2*5i 
I>*«-^^5 1 ^^^^/W-^^^3 4--JSL. m-^^fb^^jfeffi 

•rso ^-^>'v-^>'3 4t^, Pt-^J5H44 1 2f)^^mm-^s: 

-^115 i^^^xP^my"-^ A 1 1^«-^L. 

Sr31-r (f) . «-^^*Sr5it#bfcFSy>r vy^-^v 

3 1 fi, «-g-IS*S:Xn-k>^ i--g^-f (d 2) o 

[0 0 6 2] ^fet::. *^P^^0^2cD^^g?i^^{:lov^XIg 
3§r#fi?.bTtaPJ-r5o ro^2 0ieSS?i?ftid:. ^ili-^ 

:3 t' — t V ^ o >^ r W ^ { - ffl V ^ S /c O >^ r >r /W :3 

r4/i-i^m^^mvt(0±ti:^\^^n^ Pt-i-:7r>f /W4 3 
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